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INTRODUCTION

We’ve likely all had this dream, or one similar to it. You’re back at college sitting in class when 

the professor announces a surprise test. Not a pop quiz, mind you, but a full-fledged test 

with essay sections, dozens of multiple choice questions, you name it. Your heart starts to 

race as you realize you barely know this material. You’ve spent barely any time on it over the 

past year! 

Fortunately, this scenario is just a 

dream. But for employees who have 

undergone training on risks related to 

their organization’s cybersecurity and 

data privacy only once or twice per year, 

this is a stark reality. Imagine sitting in 

their shoes: they’re asked to tap their 

knowledge of security and privacy best 

practices on a nearly daily basis, based 

on training they received months ago. In our view, this just isn’t right: employees cannot, and 

should not, be expected to serve as safeguards against these risks without consistent and 

regular education. Even the best training experience will be forgotten over time if there are 

no efforts made to reinforce key learning concepts. To make those concepts stick.

When reinforced, even with the simplest flow of supporting communications around the 

key messages, training changes behavior. Reinforcement can remind, refresh, encourage, 

and even entertain. And when you deploy reinforcement as a focused and ongoing series of 

communications around key risks, you take an intentional step toward building a risk-aware 

culture.
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In our previous Best Practices white papers, we discussed developing effective employee 

training through a robust risk analysis and planning process. Now that we have a firm handle 

on how the initial training should be done, let’s turn now to making sure your employees 

remember it. 

The goal of this white paper will be twofold: 

• Make the case as to why solid reinforcement of training principles is needed

• Provide concrete examples of reinforcement content we’ve seen prove most effective in
reinforcing key concepts

Let’s begin. 

The Forgetting Curve

You’ve likely heard the term “learning curve” to describe the time it takes for someone to 
learn a new concept. But most people might not be aware of the learning curve’s evil twin: 
the “forgetting curve.” Theorized by the German psychologist Hermann Ebbinghaus (the 
same man who described the learning curve concept), the forgetting curve is a measure of 
how quickly new information is lost over time when there is no attempt to retain it. 

And as it turns out, humans are 
remarkably forgetful creatures. 
In fact, without immediate and 
continual reinforcement, an 
embarrassingly high percentage 
of the knowledge gained in 
the training phase will tend to 
evaporate within weeks, if not 
days. While the phrase “forgetting 
curve” may have failed to enter our common psyche, the concept is at the core of the time-
honored adage: “practice makes perfect.” No musical instrument has ever been mastered 
with practice sessions once or twice per year. The same goes for security and privacy 
awareness education. 

          No musical instrument has ever been 

mastered with practice sessions once or 

twice per year. The same goes for security 

and privacy awareness education.  ”
”

https://www.learningsolutionsmag.com/articles/1379/brain-science-the-forgetting-curvethe-dirty-secret-of-corporate-training
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That’s where the reinforcement phase of an effective awareness program comes in. A good 
reinforcement program is a deliberate, orchestrated, focused, and ongoing campaign against 
the forgetting curve. It’s designed to convert what would otherwise be transient short-term 
memory into sustainable, second-nature behavior. Without immediate, persistent, and 
consistent reinforcement, the awareness training messages will be lost over time.

With reinforcement, you’ll realize a positive and lasting ROI on your training investment. To 
achieve this end, an effective reinforcement program must target multiple communication 
triggers operating in many channels, and in the process apply proven learning techniques—
over time—in order to bring about the desired changes.

Think Like a Mad Man

But what makes effective reinforcement? Here we’d like to take a page out Don Draper’s 
book. Think about what makes up an advertising campaign: a series of messages that share 
a single idea or theme, transmitted via different media channels on a regular basis, for an 
extended period of time—with the singular goal of influencing consumer behavior. Sound 
familiar? 

Advertisers know that human behavior is 
complex. They also know that media can work 
to shift and shape attitudes and behaviors. 
Keep in mind that the goal of a reinforcement 
program is not only to raise awareness, but to 
bring about a change in attitude that leads to 
a change in behavior. As a case in point, your 
organization may have certain policies that 
are generally unpopular. Mandatory password 
changes come to mind. Such requirements 
often meet with resistance because they’re considered a nuisance. But by acknowledging the 
inconvenience, and emphasizing their importance with consistent and frequent messaging, 
the displeasure eventually wanes, ultimately giving way to a positive attitude. 

Repeated exposure goes a long way toward achieving this outcome. The same is true when 
employees must unlearn bad habits—especially the ones that have served them well over the 
years (“I’ve always done it this way and I’ve never had a problem”). A good reinforcement 

          The goal of a reinforcement 
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program will help employees see the error of their ways, acknowledge and recognize the risks 
they present to the organization, and bring them fully on-board with the policy or procedure.

Another rule of advertising involves audience segmentation, or what we’ve called a role-
based approach. That is, delivering the message where it will do the most good. Some 
messages are fairly universal (creating strong passwords or detecting phishing schemes, 
for example), but others might be specific to particular roles (e.g., properly classifying data 
or handling payment card information). Without segmentation according to the multiple 
responsibilities and levels of expertise within your organization, many messages may 
be ignored for lack of relevance, diminishing the effectiveness of the program overall. 
Happily, you can easily segment your reinforcement delivery by deploying content tailored 
to specific job roles (your C-suite, HR department, etc.) posting certain messages only in 
the appropriate departments, through the use of email groups, departmental events, and 
numerous other means that will improve audience targeting and relevance.

Know Thy Company Culture 

While it is important to know your audience, effective training reinforcement involves more 
than simply differentiating people by roles and responsibilities. Your company’s culture will 
also influence how the initiative will play out. Your organizational culture provides subtle 
cues to employees about what to do, how to do it, and also what not to do. Your culture is 
an expression of the organization’s practices, its values, and behavioral norms. And because 
culture is socially learned, a culture that values information cybersecurity and data privacy is 
best modeled by the executive leadership. 

Many business leaders understand that culture plays an important role in their organizations, 
but most, it seems, have difficulty understanding how it can be leveraged to bring about risk-
aware behaviors—or worse, how it might actually impede those behaviors. Nonetheless, with 
properly managed communications and consistent executive modeling, the change can be 
wrought. 

To create a such a culture, it is helpful to think of the security/privacy function as a brand 
— your brand. As discussed in the previous section, a good reinforcement program is a lot 
like an advertising campaign. To make it work, you’ve got to think like an advertiser. At this 
point you might be thinking, “In the training phase, I had to think like an educator. Now you’re 

https://www.mediapro.com/blog/white-paper-3-reasons-role-based-awareness-training/
https://www.mediapro.com/blog/white-paper-3-reasons-role-based-awareness-training/
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telling me I have to think like an advertiser, too?” In a word, yes. It is just this combination of 
domain expertise that distinguishes a rudimentary “check the box” awareness program with 
one that actually provides business results. 

Just as with the training itself, reinforcement 
content must speak to your organization’s 
unique culture. Will humorous, tongue-
in-cheek content hit home, or fall flat? 
Is a more serious (but by no means less 
engaging) approach warranted? No one 
knows your own culture better than you, 
and this knowledge must be brought to bear 
when planning and developing your training 
reinforcement strategy. 

Where the Rubber Meets the Road

Now that we’ve worked through the whys of a robust training reinforcement initiative, it’s 
time for the fun part: what types of content work best. The answer to this question will 
undoubtedly depend on who you ask (and also on your culture: see above). In general, 
though, we’ve collected some consistent themes over our 20-plus years of developing 
award-winning training and reinforcement. Read on to learn more about the reinforcement 
types that we’ve seen work the best. Keep in mind that in general, our clients have found that 
reinforcement initiatives incorporating multiple media and delivery methods yield the best 
results. 

Animations and Videos

If a picture is worth a thousand words, then a video or animation must be good for at least 
a couple million. Think of any website you’ve visited recently, or the makeup of your social 
media feeds. Chances are videos can be found in both of them. The reason: they work. 
Adult learning research consistently shows that videos help provide an enjoyable learning 
experience, boost engagement, and improve the transfer of knowledge. As we discussed in 
our Training Best Practices white paper, these attributes are keys to effective training and 
should be part of reinforcement content, too.

          Just as with the training 

itself, reinforcement content 

must speak to your organization’s 

unique culture.  ”

”

http://www.uq.edu.au/teach/video-teach-learn/ped-benefits.html
https://www.mediapro.com/blog/white-paper-5-training-tactics-achieving-behavior-change/
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The best videos get your message across quickly and powerfully and are aligned with the key 
concepts of your training (or they wouldn’t be “reinforcement”). The best training vendors 
will provide a wide variety of reinforcement content covering myriad security and privacy risk 
topics such as ransomware, password best practices, bring your own device (BYOD) policies, 
safely downloading apps, or the use of public 
Wi-Fi. Additionally, the best vendors will make 
different styles available; funny animations for 
certain corporate cultures, for example, or live-
action offerings for others. 

Another attribute to look for is ease of 
distribution of this video content. Ideally, your 
chosen vendor should allow you to embed the 
assets on your Intranet, offer a hosted solution, 
provide the ability to track usage, and offer a 
stand-alone player. We see the flexibility of delivery almost as important as the content 
itself. You need to be able to access your employees where they are, be it at their personal 
machines or in break rooms, lunch rooms, or other common areas (via wall-hung screens, for 
example). 

Games

The terms “interactive” and “engaging” are likely the first things you think of when games 
are mentioned (if not, you’re probably playing the wrong ones). Gamification of adult learning 
is of the most popular trends in the industry, and for good reason. Adult learning research 
has found time and again the benefits of melding education with game-playing. 

Well-designed game experiences encourage the 
learner to think of their lessons as real-world 
experiences, thus increasing the chances of 
retention. In this way, games are an effective 
means for engaging people and reinforcing the 
security and privacy awareness message. Games 
pose a challenge to the learner and should 

          The best videos get 

your message across quickly 

and powerfully and are 

aligned with the key concepts 

of your training  ”

”
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”

https://elearningindustry.com/top-6-benefits-of-gamification-in-elearning
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be both entertaining and fun. And 

because they are interactive, they 

provide excellent opportunities for 

feedback and instruction. Moreover, 

because the scores can be tracked, 

games can be used as remedial 

devices when a training intervention is 

triggered.

You can also track groups of people 

and create competition between 

departments to achieve the highest 

participation rate or average score. Like most awareness activities, games should be rotated 

on a regular basis to keep the experience fresh. There are many prepackaged games on the 

market, so you don’t need to create your own. If you choose an outsourced solution, be sure 

that the games provide you the ability to update and rotate the challenge questions yourself 

without reengaging the vendor. And like the other elements in your awareness campaign, 

they should be customizable and support your own branding.

Posters

Don’t underestimate the power of a single, engaging image to drive home the importance of 

a key learning tenet. A wide selection of well-designed posters, each aligned to specific risks, 

is an effective and popular way to drive home the initial training message. As with the videos, 

each should address the kinds of behaviors 

your organization seeks to instill. Consider 

these posters “drive by” billboards that will 

help drive home an attitude of security and/

or privacy awareness with memorable images 

and tag lines that will not only grab attention, 

but reinforce the behavior in ways that will 

encourage compliance.

          Consider these posters  
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The posters should be simple, direct, and easy to read, even by employees walking quickly by 

them. To increase relevancy the posters should also carry your “branding,” whether of the 

company or of your awareness campaign.

The posters should be placed in the spaces your targeted audiences frequent: in respective 

departmental areas, at copy and fax machines, near shred bins, in lunch rooms, and 

conference rooms. Finally, they should be changed on a regular basis to keep the content 

fresh. The best awareness vendors will have both an arsenal of posters at their disposal and 

the ability to get them deployed quickly as the need arises (for example, if a new risk has 

emerged among your work force).

Articles

One of the most cost-effective ways to keep your message fresh and in front of your 

employees is to provide relevant written content that is both interesting and personal. The 

content can be short sidebars or full articles within your company newsletter, regular email 

communication, or just presented as a page on any internal site employees visit.

The most popular content typically addresses 

a personal benefit to the user, such as keeping 

the employee’s children safe online or how to 

identify social media threats at home. While the 

concepts are typically similar to those covered 

in your initial awareness training, the personal 

perspective fosters an emotional connection 

with security awareness mindfulness, and thus 

reinforces it.

These articles can also be branded to integrate within your awareness campaign. Most 

awareness solution providers continuously monitor the threat landscape and should be well-

positioned to source a stream of relevant “story-packaged” articles you can use in your 

reinforcement campaign. As with the other types of reinforcement content, a vendor with a 

library of pre-existing material will likely be the most cost effective. 

          The most popular content 

typically addresses a personal 

benefit to the user. ”
”
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Conclusion

Repetition is the mother of learning; a quote undoubtedly repeated in schools and colleges 

across the world. Though the source of that quote has been lost to history, it still rings 

true. In our experience, the method of repetition can prove just as important as the content 

that is offered. Reinforcement is far more effective when it is delivered in different formats 

and through a variety of channels, providing a fresh experience of material that will be 

easily recalled. 

In this white paper, we discussed the importance of establishing a strong training 

reinforcement campaign delivered in engaging and varied ways and provided concrete 

examples our clients have seen work. But beyond this, we’d like to make a larger point 

about the connection between training and reinforcement. In many ways, they should 

not be considered separate entities. Both must be developed and presented in a manner 

consistent with adult learning principles. Only from this firm foundation can one execute a 

truly effective employee awareness campaign that will yield long term behavior change.

Think of the security and privacy topics you’ve hit on as seeds of conversation you want to 

hear around the office. Instead of talk of the reality show du jour around the water cooler, 

a (not too unreasonable) goal should be to hear discussion of the latest phishing attempt 

or other topics related to information security or privacy. Expertly executed employee 

education through both training and reinforcement will set the groundwork for these 

conversations. We’ve seen firsthand that this is possible, and we see it as a sign that you’ve 

done something right.
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Find out what training 
tactics are best for achieving 
behavior change with the 
third in our series of Best 
Practices white papers.

Check out our first Best 
Practices white paper for 
tips on planning an effective 
awareness program

Learn more about how data 
can be used to up your 
awareness game with our 
white paper Using Data 
to Inform Your Awareness 
Program

About MediaPro

MediaPro creates engaging e-Learning experiences that transform behavior, improve 
performance, and achieve business results. We offer a suite of security awareness, privacy 
awareness, and compliance tools and services that are used by the most risk-aware companies in 
the world. We deliver award-winning awareness training courseware, reinforcement resources, and 
an integrated LMS solution, all available through an industry-leading SaaS-based awareness portal 
that offers users one-stop-shop access to every facet of their awareness program.

Potentia Concepts is a security awareness and digital privacy solutions agency. With support from 
our partners we’ve implemented workforce education programs and related technologies for public 
and private sector organizations, large and small, worldwide.
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